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Abstract: Along with the sharp increasing of mobile Internet users, telecommunications fraud industry chain spreads quickly. Relying
on pseudo base station equipment, the fraudsters send phishing site, implant Trojans to Android, complete remote transfer accounts
without knowing of the users. This kind of telecommunications fraud methods enriches the attacking methods, including filching privacy,
intercepting message, remote control, and fishing, etc. Internet cases must be investigated through network thinking and the investiga-
tors must understand and master the principles of phishing, Android Trojan decompilation, application installation package extraction
and other professional knowledge. Based on the analysis above, we studied the cases of phishing scams in which Android Trojan apk ex-
traction method and the apk decompilation were analyzed, and through the example to know the methods of Android Trojan detection and

analysis.
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<uses-permission android:name="android.permission.RECEIVE BOOT COMPLETED" />
<uses-permission android:name="android.permission.RECEIVE USER PRESENT" />
<uses-permission android:name="android.permission.RECEIVE SMS" />
<uses-permission android:name="android.permission.SEND SMS" />
<uses-permission android:name="android.permission.READ PHONE STATE" />
<uses-permission android:name="android.permission.BROADCAST SMS" />
<uses-permission android:name="android.permission.READ SMS" />
<uses-permission android:name="android.permission.WRITE SMS" />
<uses-permission android:name="android.permission.ACCESS FINE LOCATION" />
<uses-permission android:name="android.permission.CAMERA" />
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<activity android: label="@string/app_name"

android:name="¢cn.android.emial.MainActivity"

android:excludeFromRecents="true">

<intent-filter>

<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>
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<intent-filter android:priority="2147483647">
<action android:name="android.intent.action.VIEW" />
<action android:name="android.intent.action.DELETE" />
<category android:name="android.intent.category.DEFAULT" />
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</intent-filter>
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<receiver android:name="cn.android.emial.BootReceiver">
<intent-filter android:priority="2147483647">
<action android:name="android.provider.Telephony.SMS RECEIVED" />
<action android:name="android.provider.Telephony.SMS RECEIVED 2" />
<action android:name="android.provider.Telephony.GSM SMS RECEIVED" />
<category android:name="android.intent.category.DEFAULT" />

</intent-filter>

<intent-filter android:priority="2147483647">
<action android:name="android.intent.action.PACKAGE RESTARTED" />
<action android:name="android.intent.action.BOOT_COMPLETED" />
<action android:name="android.intent.action.USER PRESENT" />

</intent-filter>
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